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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eUgible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 6/22/2009 has been entered. 

Response to Arguments 

2. In communications filed on 6/22/2009, Applicant amends claims 14-16, and adds claim 
19. The following claims 1-4 and 8-19 are presented for examination. 

2. Applicant's arguments, pages 6-9, filed on 6/22/2009 have been fully considered but they 
are not fully persuasive. Regarding claim 1, Applicant argues that Smith does not disclose the 
Delivery Server outside the firewall. Applicant's arguments are persuasive and a new ground of 
rejection is made. However, it would require only routine skill in the art to implement the server 
as part of the intranet. Regarding claims 14-16, Smith discloses judging whether or not device is 
located within or outside firewall and whether devices can perform encryption (see column 1 , 
line 39 through column 2, line 12). With respect to claim 17, Smith discloses implementing a 
delivery server as software which will make a virtual slave unit representing as a slave unit (see 
column 4, lines 28-32). 
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Upon further consideration, the rejection of claims 1-4 and 8-19 is set forth below. 

Claim Rejections - 35 USC § 103 
3. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 1-2 are rejected under 35 U.S.C. 103(a) as being unpatentable over US Patent 
Publication 2003/0219127 to Russ et al in view of US Patent 6,487,278 to Skladman et al. 

As per claim 1, Russ et al discloses a system for executing communications, the system 
comprises: Russ et al discloses DSCT may be acting as a proxy or gateway for the cUent- 
receiver 122 and providing access control (see page 5, paragraph 46 see also paragraph 71 and 
fig. 3) that meets the recitation of at least one slave unit in an intranet protected by a firewall. 
Russ et al discloses headend 102 and service providers (see paragraphs 32 and 35 and fig.l that 
meets the recitation of at least one slave unit outside the firewall. Russ et al discloses 
an agency communication section (i.e. DSCT) equipped to the intranet (see figure 1) for 
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executing encryption or decryption by agency (see page 5, paragraph 46) for a slave unit (client- 
receiver 122) having no mechanism (no secure element) for encryption in the intranet (see page 
15, paragraph 145), wherein the system executes communications between a slave unit (client- 
receiver 122) in the intranet protected by the firewall (DSCT has firewall capability) and another 
slave unit (headend 102 and service providers) located outside the firewall through the Internet 
(see paragraph 132). As interpreted by Examiner, the DSCT performs role of fihering traffic 
from and to the client-receiver which is broadly and reasonably interpreted as a firewall. 
Skladman et al in an analogous art teaches a converter having a fiinction of a slave unit inside 
an intranet protected by a firewall with a function of converting voice and data formats to go 
beyond the firewall and a server outside the firewall wherein the system executes 
communications between a slave unit in an intranet protected by a firewall and another slave unit 
located outside the firewall through the Internet (see column 4, lines 1-20 and abstract). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to establish a system protected by firewall so as to regulate traffic coming in and out 
of the firewall as suggested by Skladman et al (see column 8, lines 33-55). 

As per claim 2, the references as combined above disclose the claimed system of claim 1 . 
Russ et al discloses DSCT may be acting as a proxy for the client-receiver and access control 
(see page 5, paragraph 46 see also paragraph 71 and fig. 3) that meets the recitation of intranet 
with a firewall. Russ et al fiirther discloses wherein said agency communication section (i.e. 
DSCT) executes the communications without encryption, when an access is made from a slave 
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unit which is located outside the firewall and is not adapted to encryption (see page 10, 
paragraph 92). 

4. Claims 3-4 and 11-19 are rejected under 35 U.S.C. 103(a) as being unpatentable over US 
Patent Publication 2003/0219127 to Russ et al in view of US Patent 6,487,278 to Skladman et 
al as applied to claims 1-2 and further in view of US Patent 6,502,191 to Smith et al. 

As per claims 3-4, Russ et al substantially discloses the DSCT is adapted to determine 

whether communication should be encrypted or not and wherein said agency communication 
section executes communications without encryption or inhibits communications, when an 
access is made from a slave unit inside the firewall to a terminal (head end) which is located 
outside the firewall (see page 11, paragraph 103 and page 5, paragraph 46, sentence before last). 
Russ et al is silent about the terminal outside the firewall is not adapted to encryption, but 
discloses in an embodiment that encryption is not necessary for terminal inside the firewall since 
it is not adapted to encryption. Therefore, it would have only required routine skill in the art and 
design choice to have the client-receiver (i.e. laptop) communicating with a terminal not adapted 
to encryption because Russ et al suggests different non-limiting factors for determining whether 
encryption and decryption should be carried by DSCT and this will not depart from the spirit and 
scope of the invention disclosed by Russ et al (see page 11, paragraph 107 and page 15, 
paragraph 145). Smith et al fiirther teaches a proxy server that executes communications without 
encryption (such as HTTP) or inhibits contmiunications when an access is made from a computer 
in the Infranet protecting by a firewall to a receiving device (other intemet server, fax machine. 
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printer. . .) which is located outside the firewall and is not adapted for encryption (see column 1, 
lines 58-63 and column 2, lines 5-35). Therefore, it would have been obvious to one of ordinary 
skill in the art at the time the invention was made to establish a system protected by firewall so 
as to regulate traffic coming in and out of the firewall as suggested by Smith et al (see column 2, 
lines 5-35). 

As per claims 11-13, the references as combined above disclose wherein the 
communications between a slave unit inside the intranet and a slave unit on the Internet are 

executed through an HTTP port of the firewall (see Smith et al, column 2, lines 25-35). 
Therefore, claims 11-13 are also rejected on the same rationale as the rejection of claims 3-4 
above. 

As per claims 14-16, Russ et al discloses wherein a slave unit having a mechanism for 
encrj^tion is used, and said slave mit has means forjudging whether said slave unit is located 
inside or outside the firewall, said slave unit executing encryption if it is judged by said means 
that said slave unit is located outside the firewall and has a capability for sending and receiving 
encrypted data or stopping the encryption function if it is judged by said means that said slave 
unit is located inside the firewall (see page 9-10, paragraphs 90-92) (see also Smith et al column 
1, lines 58-63). 

As per claim 17, Smith et al discloses a send client that represents a slave unit in the 
intranet communicating with the delivery server (as an agency communication) as if it is as 
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another slave unit which implies that the slave unit being included in the agency. Smith et al 
discloses implementing a delivery server as software which will make a virtual slave unit 
representing as a slave unit (see column 4, lines 28-32). As interpreted by Examiner, Russ also 
discloses a proxy server as an agency communication communicating with the client and the 
proxy as if it is another slave unit which implies that the slave unit being included in the agency 
(see column 6, lines 40-43). 

As per claim 18, Smith et al discloses encrypted conmiunications is possible between 

servers on each side of the firewall (see column 1 , lines 39-63) that meets the recitation of 
wherein the communications between the slave unit in the intranet protected by the firewall and 
the slave unit located outside the firewall through the Internet is a two-way communication in 
which voice and data is encrypted in both directions of the two-way contmiunication. 

As per claim 19, Smith et al discloses encrypted communications is possible between 
servers on each side of the firewall to reach a fax or printer not capable of sending or receiving 
encr5^ted data; and fiirther discloses to make it possible all data passing through the firewall are 
encrypted and encapsulated by a firewall server before sending outside the firewall and are 
decrypted by a firewall server before sending to a remote device such as fax or printer or to an 
intranet system, it is understood that one of ordinary skill in the art would be able to use Smith to 
replicate the same features described at the receiving side to the sending side when the sending 
device is a fax (not capable of sending or receiving encrypted data) (see column 1, lines 39-63) 
which meets the recitation of wherein when the at least one slave unit is determined to not be 
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capable of sending and receiving encrypted data, all communications with another slave unit 
located outside of the firewall passes through said agency communication section, in which said 
agency communication section encrypts all data sent from the at least one slave unit before 
sending it outside the firewall to be received by the another slave unit and in which said agency 
communication section decrypts all data received from the another slave unit and destined for the 
at least one slave unit before providing the decrypted data to the at least one slave unit. 

5. Claims 8-9 are rejected under 35 U.S. C. 103(a) as being unpatentable over US Patent 
Publication 2003/0219127 to Russ et al in view of US Patent 6,487,278 to Skladman et al as 
applied to claims 1-2 and further in view of US Patent 6,813,264 to Vassilovski. 

As per claims 8-9, Russ et al substantially discloses wherein said agency communication 

section analyzes encrypted data, and executes the communications to a Web server or a slave 
unit in the intranet on the basis of the judgment result (see page 10, paragraph 92). Russ et al 
does not explicitly disclose judging whether the encrypted data indicates a Web access or 
encrj^ted private branch IP telephone communication, but suggests any type of communication 
protocol (see page 2, paragraph 24). Vassilovski in an analogous art teaches determining 
whether encrypted data should be routed to VOIP or PSTN and executes the communications to 
a Web server or a slave unit on the basis of the judgment result that meets the recitation of 
wherein said agency communication section analyzes the encrypted data to judge whether the 
encrypted data indicates a Web access or encrypted private branch IP telephone communication, 
and executes the conmiunications to a Web server or a slave unit in the infranet on the basis of 
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the judgment result (see abstract and figure 2). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the system as combined 
above to include judging for data such as web access or IP telephone communication and 
executes the communications to a Web server or a slave unit in the intranet on the basis of the 
judgment result because it would direct communications to the right service according to user 
registration and entitlement to the service as suggested by Vassilovski (see column 2, line 35 
through colunm 3, line 23). 

6. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over US Patent 
Publication 2003/0219127 to Russ et al in view of US Patent 6,487,278 to Skladman et al in 
view of US Patent 6,502,191 to Smith et al as applied to claim 3 and further in view of US 
Patent 6,813,264 to Vassilovski. 

As per claim 10, Russ et al substantially discloses wherein said agency communication 
section analyzes encrypted data, and executes the communications to a Web server or a slave 
unit in the intranet on the basis of the judgment result (see page 10, paragraph 92). Russ et al 
does not explicitly disclose judging whether the encrypted data indicates a Web access or 
encrypted private branch IP telephone communication, but suggests any type of communication 
protocol (see page 2, paragraph 24). Vassilovski in an analogous art teaches determining 
whether encrj^ted data should be routed to VOIP or PSTN and executes the communications to 
a Web server or a slave unit on the basis of the judgment result that meets the recitation of 
wherein said agency communication section analyzes the encrypted data to judge whether the 



Application/Control Number: 1 0/720, 1 29 Page 1 0 

Art Unit: 2433 

encrypted data indicates a Web access or encrypted private branch IP telephone communication, 
and executes the communications to a Web server or a slave unit in the intranet on the basis of 
the judgment result (see abstract and figure 2). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the system as combined 
above to include judging for data such as web access or IP telephone communication and 
executes the communications to a Web server or a slave unit in the intranet on the basis of the 
judgment result because it would direct communications to the right service according to user 
registration and entitlement to the service as suggested by Vassilovski (see column 2, line 35 
through column 3, line 23). 

Conclusion 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CARL COLIN whose telephone number is (571)272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from tlie Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Carl Colin/ 

Primary Examiner. Art Unit 2433 
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